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▪ Industrial Digital Twin Association (IDTA)

▪ Board

▪ WG Open Technology, WS AAS, Task Force REST API, Task Force 
Security, WS Open Source

▪ AAS Open Source,

▪ AASX Package Explorer and AASX Server

▪ IEC WG 24 „Asset Administration Shell“ (IEC 63278)

▪ DKE K 931 "System Aspects of Automation"

▪ DKE AK 931.0.14 "Smart Manufacturing and Industrie 4.0"

▪ DKE AK 931.0.16 „Asset Administration Shell"

Andreas Orzelski, Master Specialist Standardization, Industrie 4.0



Industrial Digital Twin Association
Home of the Asset Adminstration Shell - https://industrialdigitaltwin.org/

https://industrialdigitaltwin.org/
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Release of V3 Metamodel and REST API

https://industrialdigitaltwin.org/en/content-hub/downloads

What is AAS - OSADL COOL - Andreas Orzelski

https://industrialdigitaltwin.org/en/content-hub/downloads
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AAS exhibits on Hanover Fair

https://industrialdigitaltwin.org/en/wp-

content/uploads/sites/2/2023/04/2023_ID

TA_AAS-Guide-HM.pdf

https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/04/2023_IDTA_AAS-Guide-HM.pdf
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Overview of Submodel Templates on Website

https://industrialdigitaltwin.org/en/content-hub/submodels
What is AAS - OSADL COOL - Andreas Orzelski

https://industrialdigitaltwin.org/en/content-hub/submodels
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Test System for Quality Management in progress

✓

Passed



Integration of assets into the world of information

Asset = everything that requires a "connection" for an Industrie 4.0 solution

 Machines and their components

 Supply materials, parts and products 

 Exchanged documents (e.g. drawings, wiring diagrams)

 Contracts  

 Orders

 …

Industrie 4.0 components
Assets integrate into the IT world

Asset Administration 

Shell

Asset

I4
.0
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The Asset Administration Shell

is the implementation of the

„Digital Twin“ for Industrie 4.0



 The Asset Administration Shell is the implementation 

of the „Digital Twin“ for Industrie 4.0

 The Asset Administration Shell establishes cross-company 

interoperability.

 The Asset Administration Shell is available for non-intelligent and 

intelligent products.

 The Asset Administration Shell covers the complete life cycle of 

products, devices, machines and facilities.

 The Asset Administration Shell enables integrated value chains.

 The Asset Administration Shell is the digital basis for 

autonomous systems and AI.

Asset Administration Shell
Why?



Asset Type (article) and Asset Instance (with serial number)

Type

Development

Instance

ProductionOrder Operation

Examples for the lifecycle of an asset



Details of the Asset Administration Shell
The generic structure of the meta-information model

The Asset Administration Shell including submodels on technical data, operational data and documentation for 

a sample servomotor. © Plattform Industrie 4.0/Anna Salari, designed by freepik

Asset Administration Shell

with its identifier and 

submodel elements



Details of the Asset Administration Shell
Meta information model - Basic



Details of the Asset Administration Shell
Use of semantic IDs

Property

MaxRotationSpeed

- semanticId = 0173-1#02-BAA120#008

- value = 2000

Property 0173-1#02-BAA120#008 Max. rotation speed

Data type INTEGER_MEASURE

Unit of measure 1/min

Definition Greatest possible rotation speed with

wich the motor or feeding unit may be

operated

2000 = Max. rotation speed (1/min)

semanticId

2000 = year?

2000 = Euro?

2000 = steps?

2000 = …?



Security
Access rules

class Security - AccessPermissionRule with Formula

Qualifiable

Referable

AccessPermissionRule

+ targetSubjectAttributes: SubjectAttributes [1..*]

+ permissionsPerObject: PermissionsPerObject [0..*]

PermissionsPerObject

+ object: Referable*

+ targetObjectAttributes: ObjectAttributes [0..1]

+ permission: Permission [0..*]

Permission

+ permission: Property*

+ kindOfPermission: PermissionKind

SubjectAttributes

+ subjectAttribute: Property [1..*]

«enumeration»

PermissionKind

 allow

 deny

 not applicable

 undefined

ObjectAttributes

+ objectAttribute: Property [1..*]

Constraint

Formula

+ dependsOn: Reference* [0..*]
«indirect»

read, write etc.



Details of the AAS Part2: API

https://app.swaggerhub.com/organizations/Plattform_i40

https://app.swaggerhub.com/organizations/Plattform_i40


16 04.05.2023WG Open Technology

IEC 63278 AAS

• CDV 63278-1 Structure

• Voting successful😊

• Creating the FDIS

• 63278-2 Metamodel

• Explaining the detailed

existing AAS metamodel

• Creating a first CD

• 63278-3 Security

• Mapping IEC 62443 Security requirements to AAS

• Creating a first CD

• 63278-x Usecases



AASX Package Explorer – the editor for Digital Twins



AASX Server

https://admin-shell-io.com/5001/

https://admin-shell-io.com/5001/
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Open Source on GITHUB

▪ https://github.com/admin-shell-io

▪ AASX Package Explorer = Editor

▪ AASX Server = Server

▪ AASX IdentityServer = Security

https://github.com/admin-shell-io


20 04.05.2023WG Open Technology

Open Source with Eclipse Foundation

https://projects.eclipse.org/projects/dt

https://projects.eclipse.org/projects/dt
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REST API  for AAS and Submodels

https://app.swaggerhub.com/organizations/Plattform_i40
https://app.swaggerhub.com/apis/Plattform_i40/AssetAdministrationShell-Environment/V1.0RC03

https://v3.admin-shell-
io.com/submodels/aHR0cHM6Ly9hYXMuZGlnaXRhbHR3aW4tdmRtYS5vcmcvc20vMDIwMF8zMTEzXzMwMjJfMzE2MQ

https://v3.admin-shell-io.com/ (click on readme for further explanation)

https://app.swaggerhub.com/organizations/Plattform_i40
https://app.swaggerhub.com/apis/Plattform_i40/AssetAdministrationShell-Environment/V1.0RC03
https://v3.admin-shell-io.com/submodels/aHR0cHM6Ly9hYXMuZGlnaXRhbHR3aW4tdmRtYS5vcmcvc20vMDIwMF8zMTEzXzMwMjJfMzE2MQ
https://v3.admin-shell-io.com/
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OpenAPIs on SwaggerHub Plattform_i40
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OpenAPI for AAS Repository
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Example AAS Server

Readme(s)

API examples

https://v3.admin-shell-io.com/

https://v3.admin-shell-io.com/
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AAS Security - in a nutshell

class Security - AccessPermissionRule with Formula

Qualifiable

Referable

AccessPermissionRule

+ targetSubjectAttributes: SubjectAttributes [1..*]

+ permissionsPerObject: PermissionsPerObject [0..*]

PermissionsPerObject

+ object: Referable*

+ targetObjectAttributes: ObjectAttributes [0..1]

+ permission: Permission [0..*]

Permission

+ permission: Property*

+ kindOfPermission: PermissionKind

SubjectAttributes

+ subjectAttribute: Property [1..*]

«enumeration»

PermissionKind

 allow

 deny

 not applicable

 undefined

ObjectAttributes

+ objectAttribute: Property [1..*]

Constraint

Formula

+ dependsOn: Reference* [0..*]
«indirect»

https://v3security.admin-shell-io.com/

Security Metamodel

Not authenticated

Nameplate

Allow

https://v3security.admin-shell-io.com/
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AAS Security – Metamodel to define ABAC access rules

class Security - AccessPermissionRule with Formula

Qualifiable

Referable

AccessPermissionRule

+ targetSubjectAttributes: SubjectAttributes [1..*]

+ permissionsPerObject: PermissionsPerObject [0..*]

PermissionsPerObject

+ object: Referable*

+ targetObjectAttributes: ObjectAttributes [0..1]

+ permission: Permission [0..*]

Permission

+ permission: Property*

+ kindOfPermission: PermissionKind

SubjectAttributes

+ subjectAttribute: Property [1..*]

«enumeration»

PermissionKind

 allow

 deny

 not applicable

 undefined

ObjectAttributes

+ objectAttribute: Property [1..*]

Constraint

Formula

+ dependsOn: Reference* [0..*]
«indirect»

Security Metamodel

Not authenticated

Nameplate

Allow
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Device and Update Management with AAS and OPC UA

PLM
PIM

SAP
MES

Instance
AAS

(serial#)

Type
AAS

(article)

Assets
with

Firmware

AAS REST API Assets
without

Firmware

Submodel
Product
Change
Notification

Asset Owner
Repository

Device and 
Update 

Management

e.g. end of production,
material change, 

new firmware,
new function,

compatible hardware

OPC 10000-100: Devices, 8. Update

VDMA 24903
SmartPCN

Home - Fluidpower 4.0 (fluidtechnik40.de)

https://fluidtechnik40.de/en/


Operational data

https://admin-shell-io.com/5001

https://admin-shell-io.com/5001


ZVEI-Show-Case “PCF@Control Cabinet”
Demonstrator: Control Cabinet

Cabinet

Air-Conditioning

Motor Starter, Bus Coupler

Circuit Breaker

Converter

PLC and 

Periphery

Pneumatic

What is AAS - OSADL COOL - Andreas Orzelski

ZVEI and 

IDTA Demo

Hall 8-D26
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PCF Showcase Level 2

https://pcf.dpp40-2-v2.industrialdigitaltwin.org/pcf2

https://pcf.dpp40-2-v2.industrialdigitaltwin.org/pcf2
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PCF Showcase with Security and distributed AAS repositories


